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EXAMINER'S AMENDMENT 

An examiner's amendment to the record appears below. Should the changes and/or 
additions be unacceptable to applicant, an amendment may be filed as provided by 37 CFR 
L3 12. To ensure consideration of such an amendment, it MUST be submitted no later than the 
payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview with 
John A. Castellano on 5/2/05. The application has been amended as follows: 

17. A processor-implemented method for establishing cryptographic communications, 
comprising the steps of 

encoding a plaintext message word M to a ciphertext word C, wherein M corresponds to a 
number representative of a message and wherein 

0<M<n-l, 

wherein n is a composite number formed by the product of pi*p2V..'Pk, k is an integer greater 
than 2 and pi, p2, Pk are distinct random prime numbers, C is a number representative of an 
encoded form of message word M, and wherein said encoding step comprises transforming said 
message word M to said ciphertext word C, whereby 

C = M^(modn), 

and wherein e is a number relatively prime to (pi-1), (P2-I), . and (pk-1); and 
decoding said ciphertext word C to a receive message word IVT, said decoding step being 
performed using a decryption exponent d that is defined by 

d^e^mod ((pi-l)(p2-l)...(pk-l)X 
said decoding step including the further steps of, 

defining a plurality of k sub-tasks in accordance with 

M,'^C/^(modp,X 
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wherein 

C,^C(modp,l 
C,^C(modp,), 

C,^C{modp,X 

^ d{mod{p^-\)), and 

d,^d{mod{p,-\)\ 

solving said sub-tasks to determine results \M^,\.M^ \ and 

combining said results of said sub-tasks to produce said receive message word M\ 
wherein M'-M. 

18. A processor-implemented method as recited in claim 17 wherein said step of combining 
said results of said sub-tasks includes a step of performing a recursive combining process to 
produce said receive message word M\ 

19. A processor-implemented method as recited in claim 18 wherein said recursive combining 
process is performed in accordance with 

^ = ^^-1 + [(M '- ^^-1 mod p, ) mod /?- ] • w. mod 

wherein 2 < i < k, and 
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20. A processor-implemented method as recited in claim 17 wherein said step of combining 
said results of said sub-tasks includes a step of performing a summation process to produce said 
receive message word M ' . 

21. A processor-implemented method as recited in claim 20 wherein said summation process 

is performed in accordance with 

k 

M* = ^M^ '(>v."^ mod Pi)w. mod w, 
where 

28. A processor-implemented method as recited in claim 27 wherein said step of combining 
said results of said subtasks includes a step of performing a recursive combining process to 
produce said ciphertext word C. 

29. A processor-implemented method as recited in claim 28 wherein said recursive combining 
process is performed in accordance with 

y; = + [(C- - Y,_, ){w-' mod p, ) mod p, ] • w. mod n, 

wherein 2 < i < k, and 

C = YJ,=C„andw, = Y\Pj- 

30. A processor-implemented method as recited in claim 27 wherein said step of combining 
said results of said sub-tasks includes a step of performing a summation process to produce said 
ciphertext word C. 

31. A processor-implemented method as recited in claim 30 wherein said sunmiation process 
is performed in accordance with 
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k 

C = 2 Q (w.'^ mod mod 
1=1 

where 

32. A cryptographic communications system for estabhshing communications, comprising: 
a communication medium; 

a processor e ncoding m e ans coupled to said communication medium and operative to 
transform a transmit message word M to a ciphertext word C, and to transmit said ciphertext 
word C on said medium, wherein .M corresponds to a number representative of a message, and 

0<M<n-\, 

n being a composite number formed from the product ofpi»p2*.*Pk wherein k is an integer 
greater than 2 and pi, p2, pk, are distinct random prime numbers, and wherein the ciphertext 
word C is a number representative of an encoded form of message word M, said processor being 
operative to transform said transmit message word M to said ciphertext word C by performing an 
encoding process comprising the steps of 

defining a pluraUty of k sub-tasks in accordance with 

C,=M/'(mod/7,), 

wherein 

M^=M (mod ), 

M^=M(modp^), 
e, =e(modO, -1)), 
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^2 = e(mod(/72 - 1)), and 

wherein e is a number relatively prime to (pi-l), (P2-I), • - and (pk-l), solving said 
sub-tasks to determine results Ci, C2, . . . Ck, and 

combining said results of said sub-tasks to produce said ciphertext v^ord C. 

33. A cryptographic communications system as recited in claim 32 wherein said encoding 
naeansprocessor is operative to combine said results of said sub-tasks by performing a recursive 
combining process to produce said ciphertext word C. 

34. A cryptographic communications system as recited in claim 33 wherein said e ncoding 
means processor is operative to perform said recursive combining process in accordance with 

Y,^Y,_,-^ [(Q - Y^_, )iw-' mod p, ) mod p, ] • w. mod n, 

wherein 2 < i < k, and 
C^Y„Y,=C„mdw,=Ylpj. 

35. A cryptographic communications system as recited in claim 32 wherein said encoding 
ifi^ansprocessor is operative to combine said results of said sub-tasks by performing a 
summation process to produce said message word C. 

36. A cryptographic communications system as recited in claim 35 wherein said e ncoding 
means processor is operative to perform said summation process in accordance with 

k 

C = ^Ci (w.'^ mod Pi )w- mod n, 
where 
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37. A processor-implemented method for establishing cryptographic communications, 
comprising the steps of: 

decoding a ciphertext word C to a message word M, wherein M corresponds to a number 
representative of a message and wherein 

0<M<n-l 

wherein n is a composite number formed by the product of pi»p2»...»pk, k is an integer greater 
than 2 and pi, p2, . Pk are distinct random prime numbers, C is a number representative of an 
encoded form of message word M that is encoded by transforming said message word M to said 
ciphertext word C whereby 
C=M"(mod n), 

and wherein e is a nuniber relatively prime to (pi-l), (p2-l), . and (pk-1); 
said decoding step being performed using a decryption exponent d that is defined by 
d^e-'mod(ip,-l)(p,-l)...(p,-l)), 

wherein said step of decoding includes the steps of 

defining a plurality of k sub-tasks in accordance with 
M, ^C/'Cmod/;,), 

M2 sC/'(mod/72), 
M,=C/»(mod/7,), 

wherein 

C,=C(mod/7,X 
Cj =C(mod P2), 

C,^C(modp,), 



rf, =d(mod(p^-\)), 
sf/(mod(/?2 -1)), 
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solving said sub-tasks to determine results Mi, M2,... Mr, and 
combining said results of said sub-tasks to produce said message word M. 

38. A processor-implemented method as recited in claim 37 wherein said step of combining 
said results of said sub-tasks includes a step of performing a recursive combining process to 
produce said message word M. 

39. A processor-implemented method as recited in claim 38 wherein said recursive 
combining process is performed in accordance with 

+[(M.-Y._,){wr' mod/>,.)mod/?,]*>v.modw, 

wherein 2 < i < k, and 
M=Y,J,=M{^andw,=Y\p., 

40. A processor-implemented method as recited in claim 37 wherein said step of combining 
said results of said sub-tasks includes a step of performing a summation process to produce 
said message word M. 

41. A processor-implemented method as recited in claim 40 wherein said summation 

process is performed in accordance with 

k 

M = 2A/y(>v."* mod p.)w- modw, 
1=1 

where 

42. A cryptographic communications system for establishing communications, 
comprising: 
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a communication medium; 

d^adiag" means a processor communicatively coupled with said communication 
medium for receiving a ciphertext word C via said medium, and being operative to transform 
said ciphertext word C to a receive message word M', wherein a message M corresponds to a 
number representative of a message and wherein, 

0<M<n-l 

wherein n is a composite number formed by the product of pi*p2*. . •pk, k is an integer greater 
than 2 and pi, p2, Pk are distinct random prime numbers, and wherein said ciphertext 
word C is a number representative of an encoded form of said message word M that is 
encoded by transforming M to said ciphertext word C whereby, 
C=M' (mod n), 

and wherein e is a number relatively prime to (pi-1), (P2-I), . and (pk-1); 
said decoding -means processor being operative to perform a decryption process using a 
decryption exponent d that is defined by 

d^e-'mod(ip,-l)(p,-iy..(p,-l)X 

said decryption process including the steps of 

defining a plurality of k sub-tasks in accordance with, 

M/^C/Kmod/?,X 
M,'-C/^(mod/7,), 

M,'-C/*(mod/;,), 

wherein 

C,=C(modp,), 
=C(modp^), 

C,^C(modp,), 



st/(mod(/?, -1)), 
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£3?2 =d(mod{p^-l% and 



solving said sub-tasks to determine results \--^k > 

combining said results of said sub-tasks to produce said receive message word M\ 
wherein M'-M. 

43. A cryptographic communications system as recited in claim 42 wherein said decoding 
meansprgcessor is operative to combine said results of said sub-tasks by performing a recursive 
combining process to produce said receive message word M\ 

44, A cryptographic communications system as recited in claim 41 wherein said decoding 
meartsprocessor is operative to perform said recursive combining process in accordance with 



45. A cryptographic communications system as recited in claim 42 wherein said d e coding 
meanrs processor - is operative to combine said results of said sub-tasks by performing a 
summation process to produce said receive message word M ' . 

46. A cryptographic communications system as recited in claim 45 wherein said decoding 
means processor is operative to perform said summation process in accordance with 




wherein 2 < i < k, and 



k 



M ' = 2^/(>v, * mod p^y^i mod«, 



where 
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47. A processor-implemented method for generating a digital signature, comprising the step 
of; 

signing a plaintext message word M to create a signed ciphertext word C, wherein M 
corresponds to a number representative of a message, and 
0<M<«-1, 

n being a composite number formed from the product of pi»p2^. . .•pk, wherein k is an integer 
greater than 2 and pi, p2, . . . , pk are distinct random prime numbers, and wherein the signed 
cipher'text word C is a number representative of a signed form of message word M, wherein 
C^M'^imodnl and 

wherein said step of signing includes the steps of 
defming a plurality of k sub-tasks in accordance with 

Q^M/^modp^X 

wherein 

=M(mod p^X 
=M(mod p^\ 

=M(mod/?jtX 

=£/(mod(/?i-l)X 

= d(mod(p^ - 1)), and 

d,^d(mod(p,^~\)X 

where d id defined by 
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d ^ e-' mod((/?i - 1) • (;?2 " 0 • • • • " O), and 

e is a number relatively prime to (pi-l), (P2-I), and (pk-l), solving said sub-tasks to 
determine results Ci, C2, • • Ck, and 

combining said results of said sub-tasks to produce said ciphertext word C. 

48. A processpr-impl^^ as recited in claim 47 wherein said step of combining 
said results of said sub-asks includes a step of performing a recursive combining process to 
produce said ciphertext word C. 

49. A processor-im as recited in claim 48 wherein said recursive 
combining process is performed in accordance with 

Y, ^ Y,_, + [(C, - Y,_, ){w-' mod p, ) mod /?, ] • w. mod n, 

wherein 2 < i < k, and 

C = Y„Y,=C„andw^=YlPj. 

50. A processgr-im^^ as recited in claim 47 wherein said step of combining said 
results of said sub-tasks includes a step of performing a summation process to produce said signed 
ciphertext word C. 

51. A prpcesspr-im^^ as recited in claim 50 wherein said summation process is 
performed in accordance with 

k 

C = 2 C, (w^'^ mod Pi )w. mod n, 

where 
=YIPj 

52. A digital signature generation system, comprising: 
a communication medium; 
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digital -stgRattife--generatiflg-ffleaBs a processor coupled to said communication medium and 
operative to transform a transmit message word M to a signed ciphertext word C, and to transmit said 
signed ciphertext word C on said medium, wherein M corresponds to a number representative of a 
message, and 

0<M<«-1, 

n being a composite number formed from the product of prp2*.. .*Pk, k wherein k is an integer 
greater than 2 and pi, p2, pk, are distinct random prime numbers, and wherein the signed 
ciphertext word C is a number representative of a signed form of said message word M, wherein 

said digital -signatore- generatiflg -meansprocessor being operative to transform said transmit 
message word M to said signed ciphertext word C by performing a digital signature generating 
process comprising the steps of, 

defining a plurality of k sub-tasks in accordance with, 

Q =M/^(mod/?2), 
C,-M/*(mod/7,X 

wherein 

=M(mod 
=M(mod P2), 

M,=M(modp,l 

= d{mod{p2~\)), and 
d^ ^d{mod{p^-\)\ 



Application/Control Number: 09/328,726 
Art Unit: 2135 



Page 14 



where d id defined by 

d = e-' mod((/?i - 1) • " 0 • • (P^ - O). and 

e is a number relatively prime to (pi-1), (p2-l), - and (pk-l), solving said sub-tasks to 
determine results Ci, C2, ... Ck, and 

combining said results of said sub-tasks to produce said ciphertext word C. 

53. A digital signature generation system as recited in claim 52 wherein said signature 
g ene r atin g me ans progessoris operative to combine said results of said sub-tasks by performing a 
recursive combining process to produce said signed ciphertext word C. 

54. A digital signature generation system as recited in claim 53 wherein said s ignatur e 
generating - meanS" "processor is operative to perform said recursive combining process in 



55. A digital signature generation system as recited in claim 52 wherein said signature 
generatifl^^eafts-process operative to combine said results of said sub-tasks by performing 
a summation process to produce said signed message word C, 

56, A digital signature system as recited in claim 55 wherein said signatur e g e n e rating 
mearts processor 

is operative to perform said summation process in accordance with 



accordance with 




wherein 2 < i < k, and 



C = Y,X=C„andw,=Y\Pj 



k 



where 



Up, 
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57. A processor-implemented digital signature process, comprising the steps of: 

signing a plaintext message word M to create a signed ciphertext word C, wherein M 

corresponds to a number representative of a message and wherein 
0<M<«-1 

wherein n is a composite number formed by the product of pi*p2V . *Pk, k is an integer 
greater than 2 and pi, p2, pk are distinct random prime numbers, C is a number 
representative of a signed form of message word M, and wherein said encoding step comprises 
transforming said message word M to said ciphertext word C whereby, 

C = (mod n), 

wherein d is defined by 

d = mod((/7^ - 1) • (/?2 ~ 0 • • ~ O). and 

e is a number relatively prime to (pi-1), (p2-l), . and (pk-1); and 
verifying said ciphertext word C to a receive message word M' by performing the steps 

of,. 

defining a plurality of k sub-tasks in accordance with 
M,'^C,Hmod/?,), 

wherein 

C,=C(mod/7,), 
=C(mod/?2X 

C.^Cimodp,), 

e, =e(modO,-l)), 
= e(mod{p2 - 1)), and 
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e,=e(mod(p,-l)l 

solving said sub-tasks to determine results A/, \'J^k \ 

combining said results of said sub-tasks to produce said receive message word M\ 
wherein M^-M. 

58. A processor-implemented digital signature process as recited in claim 57 wherein said 
step of combining said results of said sub-tasks includes a step of performing a recursive 
combining process to produce said receive message word M ' . 

59. A processor-implemented digital signature process as recited in claim 58 wherein said 
recursive combining process is performed in accordance with 

Y,^Y._,+ [(M. Y,_, ){w-' mod /?, ) mod /?, ] • w. mod n, 
wherein 2 < i < k, and 

M'^Y,J,^M,\andw,=Y\Pj' 

j<i 

60. A processor-implemented digital signature process as recited in claim 58 wherein said 
step of combining said results of said sub-tasks includes a step of performing a summation 
process to produce said receive message word M\ 

61. A processor-implemented digital signature process as recited in claim 60 wherein said 
summation process is performed in accordance with 

k 

M ' = ^M- '(w~^ mod Pi)w^ mod/7, 
where 
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63. A digital signature system as recited in claim 62 wherein said digital signature 
verification means decodmg -means is operative to combine said results of said sub-tasks by 
performing a recursive combining process to produce said receive message word M\ 

64. A digital signature system as recited in claim 63 wherein said digital signature 
verification means d e coding m e ans is operative to perform said recursive combining process in 
accordance with 

Y, ^ Y,_, + [(M. Y,_, ){w-' mod /?. ) mod /?. ] • mod 

wherein 2 < i < k, and 
M^^Y,J,^M,\andw,=Y\p.. 

65. A digital signature system as recited in claim 62 wherein said digital signature 
verification means decoding -means - is operative combine said results of said sub-tasks by 
performing a summation process to produce said receive message word M ' . 

66. A digital signature system as recited in claim 65 wherein said digital signature 
verification means dec^^dtng -mean^ -is operative to perform said summation process accordance 
with 

k 

M' = ^M- Xwr^ mod /?, )w. mod w, 
where 

73, A processor-implemented method as recited in claim 17 wherein said step of solving said 
sub-tasks includes processing each of said sub-tasks by an associated one of a plurality of 
exponentiator units operating substantially simultaneously. 
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74. A processor-implemented method as recited in claim 17 wherein each of said distinct 
random prime numbers has the same number of bits. 

77. A processor-implemented method as recited in claim 27 wherein said step of solving 
said sub-tasks includes processing each of said sub-tasks by an associated one of a plurality 
of exponentiator units operating substantially simultaneously. 

78. A processor-implemented method as recited in claim 27 wherein each of said distinct 
random prime numbers has the same number of bits. 

81. A processor-implemented method as recited in claim 37 wherein said step of solving 
said sub-tasks includes processing each of said sub-tasks by an associated one of a plurality 
of exponentiator units operating substantially simultaneously. 

82. A processor-implemented method as recited in claim 37 wherein each of said distinct 
random prime numbers has the same number of bits, 

85. A processor-implemented method as recited in claim 47 wherein said step of solving said 
sub-tasks includes processing each of said sub-tasks by an associated one of a plurality of 
exponentiator units operating substantially simultaneously. 

86. A processor-implemented method as recited in claim 47 wherein each of said distinct random 
prime number has the same numbers of bits. 

88. A digital signature generation system as recited in claim 52 wherein each of said distinct 
random prime numbers has the same number of bits. 

90. A digital signature process as recited in claim 57 wherein each of said distinct random prime 
numbers has the same number of bits. 
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92. A digital signature system as recited in claim 62 wherein each of said distinct random prime 
numbers has the same number of bits. 

93. A processor-implemented method as recited in claim 17 wherein the plurality of k sub-tasks 
are performed in parallel. 

94. A processor-implemented method as recited in claim 93 wherein said step of combining uses 
a form of the Chinese Remainder Theorem (CRT), 

97. A processor-implemented method as recited in claim 27 wherein the plurality of k sub-tasks 
are performed in parallel. 

98. A processor-implemented method as recited in claim 97 wherein said step of combining uses 
a form of the Chinese Remainder Theorem (CRT). 

101. A processor-implemented method as recited in claim 37 wherein the plurality of k sub-tasks 
are performed in parallel. 

102. A processor-implemented method as recited in claim 101 wherein said step of combining 
uses a form of the Chinese Remainder Theorem (CRT). 

105. A processor-implemented method as recited in claim 47 wherein the plurahty of k sub-tasks 
are performed in parallel. 

106. A processor-implemented method as recited in claim 105 wherein said step of combining 
uses a form of the Chinese Remainder Theorem (CRT). 

113. A processor-implemented method for establishing cryptographic communications, 
comprising the steps of: 
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encoding a plaintext message word M to a ciphertext word C, wherein M corresponds to a 
number representative of a message and wherein 
0<M< n-1, 

wherein n is a composite number formed by the product of pi'P2V- *Pk5 k is an integer greater 
than 2 and pi, p2, . Pk are distinct random prime numbers, C is a number representative of an 
encoded form of message word M, and wherein said encoding step comprises transforming said 
message word M to said ciphertext word C, whereby 

C = lVf (modn), 

and wherein e is a number relatively prime to (pi-l), (pi-lX • ^nd (pk-1); and 
decoding said ciphertext word C to a receive message word M*, said decoding step being 
performed using a decryption exponent d that is defined by 
d^e^ mod ((pi-l)(p2-l)...(Pk-l)X 
said decoding step including the further steps of, 

defining a plurality of k sub-tasks in accordance with 

M/^C/*(mod/?,X 
wherein 

q^C(modAX 
C2=C(mod/?2X 

Q-C(mod/?,X 
= J(modO, -1)X 
= d(mod(p2 - 1)), and 

d^ =d(mod(p^-l)l 
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solving said sub-tasks in parallel using a form of the Chinese Remainder Theorem 
wherein each sub-task is a Chinese Remainder Theorem sub-problem to determine results 

M,\M^,\,M, \ and 

combining said results of said sub-tasks to produce said receive message word M\ 
wherein M'-M, 

115. A processor-implemented method for establishing cryptographic communications, 
comprising the step of: 

encoding a plaintext message word M to a ciphertext word C, wherein M corresponds 
to a number representative of a message, and 

0<M<A7-1 

n being a composite number formed from the product of pi.p2V..*Pk, wherein k is an integer 
greater than 2 and pi, p2, Pk are distinct random prime numbers, and wherein the ciphertext 
word C is a number representative of an encoded form of message word M, wherein said step 
of encoding includes the steps of 

defining a plurality of k sub-tasks in accordance with 

C,^M,^(mod/?,), 

C2 =M/^(mod/?2), 
C,-M;*(mod/?,), 

wherein 

=M(mod 
=M(mod p^, 

=M(mod/7jt), 

ei=e(mod(/?,-l)X 
^2 = e(mod(/?2 - 0)j 
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e,^e(mod(p,-l)l 

wherein e is a number relatively prime to (pi-l), (P2-IX • (pk-1), solving said 

sub-tasks in parallel using a form of the Chinese Remainder Theorem wherein each sub-task is a 
Chinese Remainder Theorem sub-problem to determine results Ci, C2, . . . Ck, and 
combining said results of said sub-tasks to produce said ciphertext word C. 



116. A cryptographic communications system for establishing communications, comprising: 
a communication medium; 

enc0ding""m«ansprocessor coupled to said communication medium and operative to 
transform a transmit message word M to a ciphertext word C, and to transmit said ciphertext 
word C on said medium, wherein .M corresponds to a number representative of a message, and 

0<M<n-l, 

n being a composite number formed from the product ofpi»p2V..»pk wherein k is an integer 
greater than 2 and pi, p2, pk, are distinct random prime numbers, and wherein the ciphertext 
word C is a number representative of an encoded form of message word M, said encoding 
iR^aftsprocessor being operative to transform said transmit message word M to said ciphertext 
word C by performing an encoding process comprising the steps of 
defming a plurality of k sub-tasks in accordance with 

q^M,^(mod/?,), 

Q-M/*(mod/7,), 

wherein 

Mj =M(mod Pi), 
M2 =M(mod P2X 

Mf^ =M(mod/?j^), 
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e(mod(/?i-l)X 



wherein e is a number relatively prime to (pi-l), (p2-lX • (pk-1), solving said 
sub-tasks in parallel using a form of the Chinese Remainder Theorem wherein each sub-task is a 
Chinese Remainder Theorem sub-problem to determine results Ci, C2, ... Ck, and 
combining said results of said sub-tasks to produce said ciphertext word C. 

117. A processor-implemented method for estabUshing cryptographic communications, 
comprising the steps of 

decoding a ciphertext word C to a message word M, wherein M corresponds to a number 
representative of a message and wherein 

0<M<n-\ 

wherein n is a composite number formed by the product of prp2V ••pk, k is an integer greater 
than 2 and pi, p2, pk are distinct random prime numbers, C is a number representative of an 
encoded form of message word M that is encoded by transforming said message word M to said 
ciphertext word C whereby 
C=MXmod n), 

and wherein e is a number relatively prime to (pi-l), (P2-I), and (pk-1); 

said decoding step being performed using a decryption exponent d that is defmed by 



d^e''mod(ip,-l)(p,-iy.Xp,-\)l 



wherein said step of decoding includes the steps of 

defining a plurahty of k sub-tasks in accordance with 
M,=C/' (mod A), 

^C/'Cmod/;^), 



C/Hmod/;,), 
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wherein 

C,^C(modp,l 
=C(mod p^X 

Q=C(mod/?J, 

d, =d{mod{p,-\)\ 
=d{moA{p^ -1)), and 

d,^d{moA{p,-\)\ 

solving said sub-tasks in parallel using a form of the Chinese Remainder Theorem 
wherein each sub-task is a Chinese Remainder Theorem sub-problem to determine results Mi, 
M2,... Mk, and 

combining said results of said sub-tasks to produce said message word M. 



118. A cryptographic communications system for establishing conmiunications, 
comprising: 

a communication medium; 

decoding mean^processor communicatively coupled with said communication 

medium for receiving a ciphertext word C via said medium, and being operative to transform 
said ciphertext word C to a receive message word M', wherein a message M corresponds to a 
number representative of a message and wherein, 

Q<M <n-\ 

wherein n is a composite number formed by the product of pi»p2*...'Pk, k is an integer greater 
than 2 and pi, p2, Pk are distinct random prime numbers, and wherein said ciphertext 
word C is a number representative of an encoded form of said message word M that is 
encoded by transforming M to said ciphertext word C whereby, 
C=M' (mod n). 
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and wherein e is a number relatively prime to (pi-1), (pa-l), . ., and (pk-1); 
said decoding -means processor being operative to perform a decryption process using a 
decrj^tion exponent d that is defined by 

d^e''mod((p,-\Xp,-\)..ip,-\)l 

said decryption process including the steps of 

defming a plurality of k sub-tasks in accordance with, 
M,' = C,'''(mod;7,), 

M^'^C/' (mod A), 
wherein 

Q^C(modAX 
C2 =C(mod/?2), 

Q^C(mod/7,X 
d,^d{moA{p,-\)X 

solving said sub-tasks in parallel using a form of the Chinese Remainder Theorem 
wherein each sub-task is a Chinese Remainder Theorem sub-problem to determine results 

M,\M^\,.M,\ and 

combining said results of said sub-tasks to produce said receive message word M\ 
wherein M'~M, 



119, A processor-implemented method for generating a digital signature, comprising the step 
of 
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signing a plaintext message word M to create a signed ciphertext word C, wherein M 
corresponds to a number representative of a message, and 
0<M<n-\, 

n being a composite number formed from the product of prpa* - • •Pk, wherein k is an integer 
greater than 2 and pi, p2, . . . , pk are distinct random prime numbers, and wherein the signed 
ciphertext word C is a number representative of a signed form of message word M, wherein 
C=M''(mod«), and 

wherein said step of signing includes the steps of 
defining a plurality of k sub-tasks in accordance with 

C,=M/'(mod/?,), 

Q=M/'(mod/?,), 

wherein 

Ml =M(mod p^X 

=M(mod Pj^), 

= d(mod{p^ - 1)), and 
d^^d(mod{p^-\)\ 

where d id defined by 

d ^ e-' mod((Pi - 1) • - 1) • . • - 1)), and 
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e is a number relatively prime to (pi-1), (P2-I), and (pk-1), solving said sub-tasks in 
parallel using a form of the Chinese Remainder Theorem wherein each sub-task is a Chinese 
Remainder Theorem sub-problem to determine results Ci, C2, . . . Ck, and 

combining said results of said sub-tasks to produce said ciphertext word C. 

120. A digital signature generation system, comprising: 
a communication medium; 

digital signatur e g e n e rating m e ans a processor coupled to said communication medium and 
operative to transform a transmit message word M to a signed ciphertext word C, and to transmit said 
signed ciphertext word C on said medium, wherein M corresponds to a number representative of a 
message, and 

0<M<n-\, 

n being a composite number formed from the product of pi»p2*...*pk, k wherein k is an integer 
greater than 2 and pi, p2, Pk, are distinct random prime numbers, and wherein the signed 
ciphertext word C is a number representative of a signed form of said message word M, wherein 
C^M^(mod«), 

said digital -signature -generation -means processor being operative to transform said transmit 
message word M to said signed ciphertext word C by performing a digital signature generating 
process comprising the steps of, 

defining a plurality of k sub-tasks in accordance with, 

Q-M/*(mod/?,), 

wherein 

M, =M(mod 
M2 =M(mod 
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d, ^fi?(mod(p,-l)X 
= d(mod(p2 - 1)), and 

d^ =d(mod(p,-l)X 

where d id defined by 

d^e~^mod{(p^ "O* "OX and 

e is a number relatively prime to (pi-1), (pz-l), •••^ (pk-1), solving said sub-tasks in 
parallel using a form of the Chinese Remainder Theorem wherein each sub-task is a Chinese 
Remainder Theorem sub-problem to determine results Ci, C2, . . . Ck, and 

combining said results of said sub-tasks to produce said ciphertext word C, 

121 . A processor-implemented digital signature process, comprising the steps of 

signing a plaintext message word M to create a signed ciphertext word C, wherein M 

corresponds to a number representative of a message and wherein 
0<M <n-l 

wherein n is a composite number formed by the product of pi*p2*- ■•pk, k is an integer 
greater than 2 and pi, p2, Pk are distinct random prime numbers, C is a number 
representative of a signed form of message word M, and wherein said encoding step comprises 
transforming said message word M to said ciphertext word C whereby, 

C = ivr* (mod n), 

wherein d is defined by 

d = mod((/7i - 1) • (/?2 ~ 0 • • • (/^jt ~ 0). and 

e is a number relatively prime to (pi-1), (P2-I), - and (pk-1); and 
verifying said ciphertext word C to a receive message word M' by performing the steps 

of, 

defining a plurality of k sub-tasks in accordance with 



Application/Control Number: 09/328,726 
Art Unit: 2135 



Page 29 



M,' = C,nmodp,), 

wherein 

C,^C(modp,), 
C^=C(modp^), 

C,=C(modp^X 

e, =e(mod(/?i-l)), 
s e(mod(p2 - 1)), and 

e,=e(mod(p,-\)), 

solving said sub-tasks in parallel using a form of the Chinese Remainder Theorem 
wherein each sub-task is a Chinese Remamder Theorem sub-problem to determine results 
M^\M^\..M, \ and 

combining said results of said sub-tasks to produce said receive message word M\ 
wherein M' = M. 
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Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Paula W. Klimach whose telephone number is (571) 272-3854. 
The examiner can normally be reached on Mon to Thr 9:30 a.m to 5:30 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (571) 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for pubUshed applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
appUcations is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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